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TRANSPORTING TELEPHONY SIGNALING OVER A DATA NETWORK 



The invention relates to transporting telephony signaling, such as stimulus 
messages for a digital telephone, over a data network. 

Private telephony exchange systems may include private branch exchange 
(PBX) systems, key telephone systems, and Centrex systems (in which a central office 
exchange provides PBX-like switching for a special line group). Typically, a private 
telephone exchange system is characterized by a simplified number plan that 
identifies extensions by five or less digit numbers, depending upon the size of the 
exchange system. This is in contrast to a minimum of seven digits (or even ten) 
typically employed for a directory number serviced by a public central office 
exchange. Private telephone exchange systems may also offer other services, such as 
voice mail, intercom, message waiting indication, and other features. 

A private telephone exchange system includes interface circuits (e.g., line 
cards of a PBX system) to communicate with various telephony devices, which may 
include digital telephones. Native stimulus messages may be exchanged between the 
telephones (which may also be referred to as "stimulus telephones") and the private 
telephone exchange system for performing calls. The types of stimulus messages that 
are exchanged between a stimulus telephone and the private telephone system 
includes the stimulus telephone reporting key press and hook state events to the 
switch system, and the switch system communicating commands to the stimulus 
telephone to cause activation of the telephone's ringer, control of the telephone's 
display, and activation and connection of the telephone's handset to the audio path. 
The stimulus telephones are connected to the exchange system over a number of 
corresponding lines. A feature offered by the private telephone exchange system is 
that the number of lines coupling the telephones may exceed the number of central 
office lines that the exchange system is coupled to. Thus, a first number of central 
office lines may be shared by a second number of telephones through the telephone 
exchange system, with the second number typically much larger than the first number. 

Stimulus telephones rely on the telephone exchange system for performing 
various functions. As such, stimulus telephones are not provided with much 
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intelligence. However, advantages of stimulus telephones are that they are relatively 
cheap to manufacture and are not complex. 

One type of interface betv/een a stimulus telephone and a private telephone 
exchange system employs a time compression multiplex (TCM) technique on a half- 
duplex transmission link, in which a burst mode or ping-pong approach is used. 
Typically, in the TCM link, the digital information signal to be transmitted is divided 
into discrete portions, with each portion time compressed to form a "burst" that 
occupies less than one half the time of the original portion. The transmitter at each 
terminal connected to the TCM link altemately transmits the burst onto the link, 
following which the associated receiver at each terminal can receive a corresponding 
burst from the other transmitter. On receipt, each burst is expanded to occupy its 
original time span. Externally, the system appears to be transmitting the two digital 
information streams continuously and simultaneously (full-duplex communication). 

Other types of interfaces exist for carrying stimulus messages between a 
stimulus telephone and a private telephone exchange system. Such interfaces are 
typically proprietary and may differ depending on the manufacturer of the telephone 
exchange system and stimulus telephones. 

One limitation of private telephone exchange systems is that they may be 
limited in geographical reach. Thus, typically, a private telephone exchange system is 
employed at a location in which telephone sets are relatively close to the telephone 
exchange system. As the size of a facility grows, additional private telephone 
exchange systems may be added to increase capacity and to provide service for 
different segments of the facility. 

However, private telephone exchange systems usually do not reach remote 
sites (such as remote office location or a home office location) using conventional 
links between stimulus telephones and the private telephone exchange system. For 
such remote locations, different setups are typically provided. In the home office 
location, for example, the user may subscribe to a dedicated central office line for 
communicating over the public switched telephone network (PSTN). At a remote 
office location having a relatively low number of users, a separate exchange system 
such as a key telephone system may be employed to support those users. With either 
the dedicated central office line or separate telephone exchange system approach, 
however, users are not hooked into the one or more private telephone exchange 
systems at the main office location. This prevents convenient user access to various 



features offered by such private telephone exchange systems, such as voice mail, 
extension dialing using a reduced number of digits, and intercom features. 

Another issue associated with private telephone exchange systems is that 
dedicated telephone lines are typically required to connect the stimulus telephones to 
5 the telephone exchange system. >uch telephone lines are usually in addition to cables 
that are run for a local area networl^LAN) to provide data services. A LAN is 
typically coupled to computers, servers, gateways, routers, and other devices to enable 
data communications over the LAN between the network elements. The pressure of 
separate lines for telephony services and fi^r data services may be associated with 
10 increased costs. 

A need thus exists for an improved method and apparatus of coupling 
telephony devices such as stimulus telephones to a telephone exchange system. 

SUMMARY 

15 In general, according to one embodiment, an apparatus for use in a telephony 

system includes a digital interface to communicate with a stimulus device and a 
packet interface to communicate with a packet-based network. A controller receives 
stimulus control information from the digital interface and encapsulates the stimulus 
control information into one or more packets for transmission over the packet-based 

20 network through the packet interface. 

Some embodiments of the invention may include one or more of the following 
advantages. By using a packet-based data network to communicate stimulus 
messages exchanged between stimulus telephones and a telephone exchange system, 
dedicated lines for telephony services that are separate from the packet-based 

25 communications lines can be avoided or reduced. This may reduce costs associated 
with setting up an office facility. Using packet-based data networks may also 
facilitate the linking of stimulus telephones at remote locations, such as remote office 
sites or home office locations, to the main office telephone exchange system. 

Other features and advantages will become apparent from the following 

30 description, from the drawings, and from the claims. 
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Fig. lA is a block diagram of an embodiment of a telephony system. 
Fig. IB is a block diagram of another embodiment of a telephony system. 




Fig. 2 illustrates a stimulus telephone and an interface device coupled to the 
stimulus telephone in accordance with an embodiment. 

Figs. 3A-3B illustrate the communications of stimulus messages between a 
stimulus telephone and a packet-based data network in accordance with one 
embodiment. 

Fig. 4 is a block diagram of a stimulus telephone in accordance with one 
embodiment for use in the telephony system of Fig. 1 A or IB. 

Fig. 5 is a block diagram of components in an interface device coupled 
between the stimulus telephone and the data network in accordance with one 
embodiment. 

Fig. 6 is a flow diagram for processing outbound messages, in the interface 
device of Fig. 4, from a stimulus telephone to the data network. 

Fig. 7 is a flow diagram for processing inbound messages, in the interface 
device, from the data network to the stimulus telephone. 

DETAILED DESCRIPTION 

In the following description, numerous details are set forth to provide an 
understanding of the present invention. However, it will be understood by those 
skilled in the art that the present invention may be practiced without these details and 
that numerous variations or modifications from the described embodiments may be 
possible. For example, although reference is made to the various communications 
protocols or standards, other embodiments may include other types of 
communications protocols or standards. 

Referring to Fig. lA, a telephony system 10 includes a packet-based data 
network 12 to which various network elements may be coupled. The network 
elements may include a private telephone exchange system, such as a private branch 
exchange (PBX) system or a key telephone system. Other network elements that may 
be coupled to the data network 12 include interface devices 16A, 16B, and 16C, that 
are in turn coupled to preselected ports of stimulus telephones 18 A, 18B, and 18C, 
respectively. Other end user devices instead of the stimulus telephones 18 A, 18B, and 
18C may be employed in other arrangements. Such other end user devices may 
include speaker phones, conference phones, and any other device that enables voice 
communications. The telephones 18 A, 18B, and 18C and such other devices may be 
generally referred to as "stimulus devices." 



In accordance with some embodiments, the interface devices 16A, 16B, and 
16C encapsulate stimulus messages for communication over the data network 12 from 
the stimulus telephones 18 to the telephone exchange system 14. hi the reverse 
direction, the interface devices 16A, 16B, and 16C decapsulate messages received 
over the data network 12 into stimulus messages for communication to respective 
stimulus telephones 18 A, 18B, and 18C. In one embodiment, the telephone exchange 
system 14 is data network-enabled and may be directly coupled to the data network 12 
through internal interface circuits. 

Referring to Fig. 2, the stimulus telephone 18 (one of 18 A, 18B, and 18C) may 
provide a port, slot, or receptacle 17 for receiving an interface device 16 (one of 16A, 
16B, and 16C). The interface device in the illustrated embodiment is in the form of a 
card having a connector to couple to a corresponding connector of the receptacle 17. 
Alternatively, the interface device 16 may be a separate module coupled to a port of 
the telephone 18 by a cable. 

In the example arrangement shown in Fig, lA, the stimulus telephone 18C 
may include a second port that may couple the stimulus telephone 1 8C directly over a 
link 20 to the telephone exchange system 14. Such a link 20 may be a time 
compression multiplex (TCM) link, for example. Other types of links between the 
stimulus telephone 18C and the PBX 14 may be employed in further embodiments, 
with the interfaces between the stimulus telephone 1 8C and the telephone exchange 
system 14 depending upon the manufacturer of the equipment. The other stimulus 
telephones 18A and 18B in the telephony system 10 may include similar ports for 
coupling the stimulus telephones ISA and 18B directly to the telephone exchange 
system 14. 

As used here, a "data network" or "network" may refer to one or more 
communications networks, channels, links, or paths, and systems or devices (such as 
routers) used to route data over such networks, chaimels, links, or paths. The packet- 
based data network 12 may include a packet-switched data network such as an 
Internet Protocol (IP) network over which packets, datagrams, or other units of data 
are communicated. One version of IP is described in Request for Comments (RFC) 
791, entitled "Internet Protocol," dated September 1981. Other versions of IP, such as 
IPv6, or other connectionless, packet-switched standards may also be utilized in 
further embodiments. A version of IPv6 is described in RFC 2460, entitled "Internet 
Protocol, Version 6 (IPv6) Specification," dated December 1998. 



Unlike circuit-switched networks, which provide a dedicated end-to-end 
connection or physical path for the duration of a call, a packet-switched network is 
one in which the same path may be shared by several network elements. Packet- 
switched networks such as IP networks are based on a connectionless internetwork 
layer. Packets or other units of data injected into a packet-switched data network may 
travel independently over any path (and possibly over different paths) to a destination 
point. The packets may even arrive out of order. Routing of the packets is based on 
one or more addresses carried in each packet. 

Packet-based data networks may also include connection-oriented networks, 
such as Asynchronous Transfer Mode (ATM) and Frame Relay networks. In a 
connection-oriented packet-based network, a virtual circuit or connection is 
established between two end points. In such connection-oriented networks, packets 
are received in the same order in which they were transmitted. 

In addition to the interface devices 16 and the telephone exchange system 14, 
the packet-based data network 12 may also be used to Hnk other types of network 
elements (22), such as personal computers, servers, gateways, network telephones, 
and so forth. The data network 12 may include private networks (such as local area 
networks or wide area networks) and public networks (such as the Internet). Popular 
forms of communications between network elements across the packet-based data 
network 12 include electronic mail, file transfer, web browsing, and other exchanges 
of data. In accordance with one embodiment, the data network 12 is also employed to 
communicate stimulus messages encapsulated in packets that are communicated 
between the interface devices 16A, 16B, 16C, and the telephone exchange system 14. 

Fig. IB illustrates a telephony system lOA in accordance with another 
embodiment. In this embodiment, a telephone exchange system 32 is a legacy system 
not capable of communicating over the data network 12. An interface device 30, in 
the form of a line card, for example, may be inserted into an appropriate slot or 
receptacle in the telephone exchange system 32 that transmits and receives stimulus 
messages. Conventionally, the slot or receptacle of the telephone exchange system 32 
is used to communicate stimulus messages with stimulus telephones. The interface 
device 30 performs tasks similar to those of the interface device 16, including 
encapsulating stimulus commands from the telephone exchange system 32 and 
decapsulating packets received over the data network 12 from the interface device 16. 




Thus, the term "stimulus device" may also refer to telephone exchange systems such 
as the telephone exchange system 22. 

Referring to Figs. 3 A and 3B, the processes of converting between a stimulus 
message and a packet capable of being communicated over the data network 12 are 
illustrated. Fig. 3 A shows conversion of a stimulus message 100 into a packet 102, 
while Fig. 3B shows the conversion of a packet 112 into a stimulus message 110. 

As shown in Fig. 3 A, the stimulus telephone 18 generates a stimulus message 
100 that is communicated to the interface device 16 according to a stimulus protocol. 
The stimulus message is also in a predetermined stimulus language. The interface 
card 16 then encapsulates the stimulus message 100 in the predetermined stimulus 
language into the payload section 108 of a packet 102, which may be an IP packet. 
The IP packet 102 includes the payload section 108, an IP header 104, and a UDP 
(User Datagram Protocol) header 106. UDP is described in RFC 768, entitled "User 
Datagram Protocol," dated August 1980. UDP is a transport layer for controlhng 
cormection between network elements over an EP network. The packet 102 is then 
conununicated to the data network 1 2, targeted to a network element having a 
destination address specified in the IP header (the IP destination address). 

In accordance with some embodiments, the stimulus message 100 is simply 
encapsulated into the packet 102. As used here, "encapsulate" refers to a process in 
which a message is placed into a payload section of a predefined packet. No 
translation of the stimulus message 100 into a different, predetermined format or 
language is performed. Instead, the stimulus message remains in the original stimulus 
language, with packet header information (including the IP header 104 and the UDP 
header 106) added to enable packet communication over the data network 12. In 
some embodiments, the stimulus message as incorporated into the payload section of 
the packet remains unchanged. However, in other embodiments, some scrambling 
may be performed, such as for security or other reasons. Scrambling is 
distinguishable from translation into a different language or protocol in that, at the 
receiving end, a scrambled message may be descrambled without knowing the content 
of the message. Alternatively, a network security protocol is used to protect the 
packet 102 from unauthorized access, appropriate security header and trailer 
information may be added. One example of a security protocol for data packets 
includes IPSec (IP Security), as described in part by RFC 2401, entitled "Security 
Architecture for the Internet Protocol," dated November 1998. With IPSec, the 
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portion of the packet between the security header and trailer is encrypted according to 
a predetermined encryption and/or authentication algorithm. With encryption, the IP 
packet itself can be said to be "scrambled." 

Thus, in the encapsulation of a stimulus message, the stimulus message may 
remain unchanged or it may be scrambled. The encapsulated packet may itself be 
subjected to encryption according to a security protocol. Decapsulating a packet 
includes extracting the stimulus message from the packet. If scrambled, the stimulus 
message may also be unscrambled. 

As shown in Fig. 3B, the packet 1 12 communicated over the data network 12 
is received by the interface device 16. The packet 112 includes an EP header 1 14, a 
UDP header 116 and a payload section 1 1 8 containing a stimulus message in the 
predetermined stimulus language, such as one generated by the telephone exchange 
system 14. The packet 1 12 is then decapsulated by the interface device 16 and the 
extracted stimulus message 110, which remains in the predetermined stimulus 
language, is sent to the stimulus telephone 18. 

A similar process for inbound and outbound messages and packets may be 
performed by the interface device 30 of Fig. IB, which is attached to the telephone 
exchange system 14. 

Example stimulus messages include the following: key press, display, ring, 
off-hook, on-hook, user input, control information, status update, and so forth. 
Examples of stimulus control information that may be sent from the telephone 
exchange system to a stimulus telephone includes time and date download, reset, 
configuration commands, handset volume control, ringer volume control, handset 
connect/disconnect, mute/unmute, open/close audio stream, headset 
connect/disconnect, and other commands. Different interfaces may provide different 
types of stimulus messages, and embodiments of the invention may be employed with 
any of the various types of stimulus messaging protocols between stimulus devices 
(e.g., a stimulus telephone and a telephone exchange system). 

Referring to Fig. 4, components of a stimulus telephone 18 are illustrated. The 
stimulus telephone 1 8 includes a line interface 202 that is coupled to a line port 204 
for communicating over a line, which may be the link 20 in Fig, 1 , for example. The 
line interface 202 may include a TCM interface. The line interface 202 is coupled to 
a control unit 206, which may be run under control of one or more control tasks 208. 
The line interface 202 and control unit 206 are also coupled to a coder/decoder 



(CODEC) 210. The CODEC may be implemented in a digital signal processor (DSP) 
or as a software routine executable by the control unit 206. The CODEC 210 may be 
coupled through an input/output (I/O) control circuit to a speaker 212, a microphone 
214, and a handset 216 for providing audio communications to the user. A link 218 
between the control unit 206 and the CODEC 210 is a control path, while a link 220 
between the line interface 202 and the CODEC 210 is an audio path. 

The stimulus telephone 1 8 may also include a second set of ports 222 and 224 
(collectively referred to as an "interface 236"). The port 222 is coupled to a universal 
asynchronous receiver-transmitter (UART) 230 that is capable of communicating over 
a control signaling link 226, while the port 224 is coupled to an audio link interface 
232 that is capable of communicating over an audio data Unk 228. Collectively, the 
ports 222 and 224 may be referred to as a "port 225". In further embodiments, instead 
of the UART 230, a universal synchronous asynchronous receiver-transmitter 
(US ART) or another type of input/output (I/O) interface may be used instead. The 
control signaling link 226 may be used to communicate control signaling, such as 
stimulus messages. The audio data link interface 232 may include a four-wire 
synchronous interface, by way of example. Both the UART 230 and the audio data 
link interface 232 are coupled to the control unit 206. In addition, the audio data link 
interface 232 is coupled to the CODEC 210. 

The stimulus telephone 18 includes various user input components 240, such 
as buttons on a keypad and other selectors. Buttons in the user input components 240 
may include numeric buttons, speed dial buttons, hold buttons, transfer buttons, 
speaker buttons, and so forth. The other selectors may include control selectors to 
perform configuration operations, for example. The user input components 240 may 
also include a display and a ringer. The user input components 240 are coupled to 
user input circuitry 242, which may in turn be coupled to the control unit 206. 

Referring to Fig. 5, components of the interface device 16 or 30 are illustrated. 
The interface device 16 or 30 may include a line interface 302 that is coupled over a 
link 304 to a stimulus device (e.g., a stimulus telephone or exchange system). The 
link 304 may be one or more links (such as 226 and 228 in Fig. 4) coupled to a port of 
the stimulus telephone 18 (e.g., port 225) or to a port of a telephone exchange system. 
Alternatively, the link 304 may be coupled to the TCM port 204 of the stimulus 
telephone 18 (Fig. 4) or the TCM port of the telephone exchange system. 



Layers above the line interface 302 include a device driver 304 that is in 
communication with one or more control tasks 308. The interface 308 may also be 
referred to as a "digital interface" capable of communicating digital signals with a 
stimulus device. The control tasks 308 are executable on a control unit 310. The 
interface device 16 or 30 also includes a storage device 312 coupled to the control 
unit 310, and optionally, a DSP 314. 

The interface device 16 or 30 further includes a network interface 316 that is 
coupled to the packet-based data network 12. The network interface 316 may include 
a network controller or a network interface card. Above the network interface 316 is 
a network device driver 318 and a UDP/IP stack 320. Data packets received over the 
data network 12 is passed through the network interface 316 up through the network 
device driver 318 to the UDP/EP stack 320, which decapsulates the packets into 
control messages and data. The control messages and data are sent to the one or more 
control tasks 308, which are application layer routines. 

Similarly, outbound control messages and data from the control tasks 308 are 
communicated to the UDP/IP stack 320, which encapsulates the control messages and 
data into packets. The packets are sent through the network device driver 318 and the 
network interface 316 to the data network 12. 

In accordance with some embodiments, the one or more control tasks 308 in 
the interface device 16 or 30 do not translate stimulus messages received through the 
stimulus phone interface 302 into a different format. Rather, the data representing the 
stimulus message remains in the same format and language and are encapsulated and 
included in the payload section of IP packets. Thus, there is no translation from a 
stimulus language into another language. By avoiding the translation of stimulus 
messages into other forms, loss of information which may result in loss of features 
may be avoided. Also, without performing the translation into different form, forward 
compatibility is enhanced since little or no reprogramming is needed in the interface 
device to upgrade to new telephone features. A further advantage associated with not 
having to translate stimulus messages into other forms includes the reduced 
complexity of the control tasks 308 since existing UDP and IP stacks may be used to 
perform the encapsulation and decapsulation. 

Referring to Fig. 6, the processing of an outbound message by a control task 
308 (Fig. 5) in the interface device 16 or 30 is illustrated. The control task 308 
receives a stimulus message or voice data (at 402) through the line interface 302. 
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Next, the control task 308 encapsulates (at 404) the one or more stimulus messages or 
voice data into one or more EP packets. In the encapsulation process, the destination 
address of the destination device is determined. If there are more than one destination 
device, then the control task 308 determines the IP address of the destination device. 
Determination of the destination IP address is accomplished differently in the 
interface device 16 and the interface device 30 since plural stimulus telephones are 
associated with a single telephone exchange system. The interface device 16 coupled 
to a stimulus telephone 18 knows that the destination system is usually the telephone 
exchange system 14. Thus, in the interface device 16, the IP address of the telephone 
exchange system 14 responsible for controlling the stimulus telephone may be stored 
locally in the storage device 312 of the interface device 16 and retrieved for inclusion 
as the destination IP addresses. 

However, the interface device 30 has to determine which of plural stimulus 
telephones 1 8 is the destination. This may be accomplished by the control task 308, 
which determines the line (one line per stimulus telephone) that a stimulus message is 
targeted to. From this, the control task 308 can determine the corresponding 
destination IP address from a local directory stored in the storage device 312 in the 
interface device 30. The determined EP address is provided as the destination address 
in the IP header of an outbound IP packet. If appropriate, UDP port numbers may 
also be added into the UDP header. 

Once encapsulated, the one or more packets containing the stimulus message 
or voice data are sent (at 406) over the data network 12 to the specified IP destination 
address. 

Referring to Fig. 7, processing of inbound packets from the data network 12 
(with the source being the interface device coupled to the telephone exchange system 
14 or a stimulus telephone is shown). The processing may also be performed by the 
control tasks 308. Upon receipt of the packet, the control task 308 decapsulates the 
packet (at 502). The received IP packet may include an IP header with a source 
address corresponding to the originating device. This source address may be 
compared to a local list of source addresses to determine the source device. The 
packet may also include a UDP port. Different UDP port numbers may be used to 
identify different destinations within the interface device 16 or 30. 

The control task 308 identifies (at 504) the UDP port number contained in the 
UDP header of the IP packet. A first UDP port number may be associated with voice 
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data, which causes the control task 308 to perform voice processing (at 506). In the 
interface device 16, the processed voice is then sent (at 508) to the stimulus telephone. 
In the interface device 30, the processed voice is sent to tasks in the telephone 
exchange system 14 for further processing, such as to transmit to other stimulus 
telephone that is part of an established call. 

If the UDP port identified (at 504) corresponds to the control data port, then 
predetermined header information of the message contained in the payload section of 
the IP packet is reviewed (at 510) to determine whether the message is associated with 
stimulus device (telephone or telephone exchange system) control or interface device 
control. If associated with interface device control, the control task 308 acts (at 512) 
on the control message to perform control functions in the interface device 16 or 30. 
Such functions may include diagnostic tests, reading and/or writing of configuration 
information, and other tasks that may be performed internally in the interface device 
16 or 30. 

If the predetermined header information associated with the stimulus message 
in the payload section of the IP packet indicates stimulus device control, the control 
task 308 sends (at 514) the stimulus message to the stimulus device through the hne 
interface 302 and the link 304. 

An improved system and method is thus provided for carrying stimulus 
messaging between stimulus telephones and a telephone exchange system. By using a 
packet-based data network to carry stimulus messaging, separate lines used for data 
services and telephony services may be avoided, thereby reducing the costs associated 
with setting up an office facility. Also, due to the wide availability of high 
performance packet-based data networks, connection of a stimulus telephone at a 
remote site, such as a remote office location or a home office location, to a telephone 
exchange system at a main office, is made more convenient. One possibility is to 
couple the stimulus telephone over a LAN to the main office telephone exchange 
system. Alternatively, the remote stimulus telephone may be coupled over a public 
network, such as the Internet, to the telephone exchange system at the main office. If 
coupled over the public network, some type of encryption and authentication may be 
performed to provide security. 

The various system layers, routines, or modules may be executable control 
units (such as control units 206 and 310 in the stimulus telephone 18 and interface 
device 16, respectively. Each control unit may include a microprocessor, a 



microcontroller, a processor card (including one or more microprocessors or 
controllers), or other control or computing devices. The storage devices referred to in 
this discussion may include one or more machine-readable storage media for storing 
data and instructions. The storage media may include different forms of memory 
including semiconductor memory devices such as dynamic or static random access 
memories (DRAMs or SRAMs), erasable and programmable read-only memories 
(EPROMs), electrically erasable and programmable read-only memories (EEPROMs) 
and flash memories; magnetic disks such as fixed, floppy and removable disks; other 
magnetic media including tape; and optical media such as compact disks (CDs) or 
digital video disks (DVDs). Instructions that make up the various software layers, 
routines, or modules in the various systems may be stored in respective storage 
devices. The instructions when executed by a respective control unit cause the 
corresponding system to perform programmed acts. 

The instructions of the software layers, routines or modules may be loaded or 
transported to the corresponding system or device network element in one of many 
different ways. For example, code segments including instructions stored on floppy 
disks, CD or DVD media, a hard disk, or transported through a network interface 
card, modem, or other interface device may be loaded into the system and executed as 
corresponding soflware layers, routines or modules. In the loading or transport 
process, data signals that are embodied in carrier waves (transmitted over telephone 
lines, network lines, wireless links, cables, and the like) may communicate the code 
segments, including instructions, to the system. Such carrier waves may be in the 
form of electrical, optical, acoustical, electromagnetic, or other types of signals. 

While the invention has been disclosed with respect to a limited number of 
embodiments, those skilled in the art will appreciate numerous modifications and 
variations therefrom. It is intended that the appended claims cover all such 
modifications and variations as fall within the true spirit and scope of the invention. 



